Digital evidence is increasingly important in legal proceedings as a result of advances in the information and communications technology sector. Because of the transnational nature of computer crimes and computer-facilitated crimes, the digital forensic process and digital evidence handling must be standardized to ensure that the digital evidence produced is admissible in legal proceedings. The different positions of law on matters of evidence in different jurisdictions further complicates the transnational admissibility of digital evidence. A harmonized framework for assessing digital evidence admissibility is required to provide a scientific basis for digital evidence to be admissible and to ensure the cross-jurisdictional acceptance and usability of digital evidence. This chapter describes a harmonized framework that integrates the technical and legal requirements for digital evidence admissibility. The proposed framework, which provides a coherent techno-legal foundation for assessing digital evidence admissibility, is expected to contribute to ongoing developments in digital forensics standards.
Introduction
Despite the significance of digital evidence in legal proceedings, digital forensics as a forensic science is still undergoing transformation. The rapidly advancing information and communications technology sector and the evolution of cyber crimes and legal responses underpin these developments. Digital evidence admissibility is a key issue that arises from the application of digital forensics in jurisprudence. However, a reproducible and standardized framework that provides a foundation for the admissibility of digital evidence in legal proceedings has not been addressed holistically in the literature on digital forensics harmonization
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and standardization. This research addresses the gap by proposing a harmonized model that integrates technical and legal requirements to determine the admissibility of digital evidence in legal proceedings.
Background
This section discusses digital forensics, digital evidence and previous research on digital forensics harmonization and standardization.
Digital Forensics and Digital Evidence
Digital forensics refers to the methodical recovery, storage, analysis and presentation of digital information [7] . Digital evidence is simply a product of a digital forensic process [11] . According to ISO/IEC 27037 [8] , digital evidence is information or data stored or transmitted in binary form that may be relied upon as evidence. Digital evidence has become important because of the involvement of electronic devices and systems in criminal activities. A review of the literature and court documents suggests that digital evidence is generally admissible in many jurisdictions [14] .
Digital forensics as a scientific discipline is rooted on classic forensic principles. It is underpinned by Locard's exchange principle, which states that contacts between two persons, items or objects will result in an exchange [4] . Thus, traces are left after interactions between persons, items or objects.
An example can establish the relationship between the exchange principle and digital forensics. In order for a laptop to be connected to a protected wireless network, the laptop must make its media access control (MAC) address available to the wireless network administrator (router) before receiving access. An exchange occurs between the two devices and traces are left after the connection is established (the router has logs of the wireless access and the laptop has artifacts pertaining to the access).
Computer users leave digital traces called digital footprints. Digital forensic examiners can identify computer crime suspects by collecting and analyzing these digital footprints.
The application of digital forensics in legal proceedings is significant. Digital forensics is applied in pure cyber crime cases and incidents as well as in cyber-facilitated incidents. This is because it is nearly impossible in today's information-technology-driven society to encounter a crime that does not have a digital dimension. Pure cyber crimes are those that can only be committed using computers, networks or other information technology devices or infrastructures; examples include hacking
